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2
Background and motivations (1/2)
GNSS
Global Navigation Satellite Systems
GLONASS
EGNOS-WAAS
SBAS
Galileo
Augmentation
Systems
GPS
 Location Based Services (LBS) includes services
where information about the user location is needed.
 Integration of GSM network
AGILE PROJECT
Application of Galileo in the LBS
environment
1. improved precision and accuracy
2. improved global coverage
3. quality-of-service guaranteed
GNSS Supervisory Authority
FP6 funds
3
GNSS and Finance Applications: Overview
 GNSS evolution will provide users with innovative
applications at both professional and consumer levels
 The EU identifies “Finance” as one of the main topic that
will benefit from the introduction of Galileo
 Payment systems are evolving towards new solutions:
 Technology (contactless, mobile, etc…)
 New rules (e.g. SEPA and PSD in Europe)
 New players will be part of the ”world of payments” (e.g. TLC Operators)
 Contactless experiences
 ISO card (e.g. Felica in Japan)
 NFC (e.g. Payez-Mobile in The Netherlands)
 Juniper Research foresees 700 million NFC mobile phones in 2013
 Mobile experiences
 PayPal Mobile, Google Checkout, Obopay, etc…
 M-PESA in Kenya, 1 Million customers in 1 year
 Some R&D activities of the GAL-PMI project (funded by Piedmont Region
in Italy) addressed the realization of a Nav/COM architecture to support
payments using mobile devices
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GNSS and Finance Applications: The idea
 Most of the mobile phones are equipped with GPS receivers
 Nokia N96, iPhone, etc…
 Use of mobile devices for daily actions (e.g. e-mail, calendar, etc…) is
becoming popular even outside business matters
Can GNSS and LBS be used to perform secure payments?
Can GNSS and LBS provide added value to all the players involved in payments?
Position and Time Information for the generation of dynamic geoencrypted One-Time-Codes
 Compared to standard credit cards payment systems, the idea is simply
focused on two main concepts
Static codes of credit
cards are replaced with
One-Time-Code (OTC)
generated by SP using
certified position and time
information of the user
Magnetic stripe reader of
POS are replaced with
Short-Range network
technology
GNSS and Finance Applications: The architecture
 Nav/COM platform within location-based payment architecture
 User Terminal
 Service Provider
 Local Element
 Possible integration with existing payment systems (e.g. credit card
circuits)
Galileo/GPS
EGNOS
Satellite
signals
Local Element
GPRS
TCP/IP
WAN
Satellite
signals
Service Provider
USSD/SMS
User Terminal
TCP/IP
WAN
Shot-Range
Wireless System
TCP/IP
WAN
Credit Institute or
credit card circuits
POS
6
User Terminal: Requirements
• Full control of all the internal components (e.g. GPS chipset)
• Flexibility of the HW/SW architecture to overcome stringent
requirements coming from different application fields (e.g. possibility
of HMI integration)
• Positioning by means of A-GPS or Galileo-ready receivers, with
the possibility of integration measurements from both the
EGNOS system and the terrestrial cellular network
• Support of the OMA-SUPL/ASN1-PER stack for the
implementation of A-GPS through interaction with the LE
• Management of different wide-area communications channels
like GPRS, USSD, Wi-Fi, Bluetooth and professional networks like
TETRA and VHF
• Management of short range communication channels like
Zigbee and Bluetooth;
• Low-power consumption
• Mangement of shock sensor (e.g detection of impacts)
• Data storage and transfer capabilities (e.g. RAM and USB)
1
F.Dominici, G.Marucco, P.Mulassano, A.Defina, K.Charqane, “Navigation In Case of Emergency (NICE): An integrated NavCOM Technology for
Emergency Management” , CCNC 2008.
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User Terminal : Overview
Assisted GPS
OMA-SUPL ANS1X
GPRS
USSD/SMS
GPS/Galileo
Receiver
SHOCK
WiFi
Sensor
uP
ZigBee
IO Sensors
TETRA
Bluetooth
NavCOM
DMR
VHF
Professional
Communications
HMI
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User Terminal : Overview
Single Board
Version
GPS/EGNOS
chipset
Zigbee
module
mP
Compact Size
Version
Integrated HMI
Version
GPRS
USSD/SMS
Local Element (1/2)
UT
Network
Middleware
 The Local Element provides augmentation and certification functions by
means of integration between GNSS and Telecom Italia cellular network
(GSM/UMTS)
EGNOS/GPS
Reference
 The LE is compliant with the architecture defined
Stations
in the AGILE project (European
SMS-C
WAP GW
GSA project 2005-2007)
Local
2G/2.5G/3G
Mobile
for Galileo-oriented LBS
GGSN
C.S
Element
C.S
C.S
LBS
OMA SUPL standard connection
Local Element functions
Network
functions
Network
DB
ASSISTED
GNSS
to improve performance of the User Terminal in terms of TimeTo-Fix and Sensitivity by managing assistance data
NAV-COM
Hybrid
To compute the final user position in ALL the environments with
improved accuracy thanks to hybrid algorithms that integrate both
GNSS and GSM data.
Position&Time
CERTIFICATION
To provide GNSS error protection, Integrity and data
Authentication as the baseline for the certification function
10
Local Element (2/2)
GPS
Signal - NOT authenticated
(possible spoofing)
Galileo
Auth
Signal
System Integrity - NOT guaranteed
(satellite data and clock errors could
be very high)
EGNOS corrections
are applied by the LE
EGNOS
Service
Provider
(SP)
User
Terminal
(UT)
Local Integrity - NOT guaranteed
(high errors due to noise and
multipath in difficult environments)
RAIM
FDE
Pos&Time data - NON authenticated CROSS
(risk of tamper or ID theft & spoofing) CHECK
RAIM/FDE algorithms applied by
the LE that is able to estimate the
final accuracy
NAV-COM cross-check
for tamper and
spoofing detection
Local
Element
(LE)
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Payment Process (1/2)
Local Element
User Terminal
Device power-on
Service Provider
log-in: Username and Password
Start payment process - Start One-time encrypted code generation process
User Terminal localisation request
MT procedure
WAP-PUSH message
GSM data
A-GPS measurements
Pseudoranges
User Terminal
position and time
computation
User Terminal position and time information
One-time code
generation and
encryption
End One-time encrypted code generation process
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Payment Process (2/2)
User Terminal
User Terminal
Geo-encrypted code
from SP
Longitude & Latitude
from GPS chipset
****************
decryption algorithm
Modified POS
Connection to
credit institutes
or
credit card circuits
Decrypted Code
9233187655431098
 Encryption/Decryption algorithms are based on a modified version of
LDEA (Location-dependent Data Encryption Algorithm)1
 LDEA-key is computed using longitude/latitude of the user terminal
 LDEA-key is then used to encrypt/decrypt the one-time code
 LDEA algorithm gives the possibility of setting a tollerance distance to
compensate errors due to GPS-localization
1
Hsien-Chou Liao, Yun-Hsiang Chao, and Chia-Yi Hsu ,“A Novel Approach for Data Encryption Depending on User Location” , PACIS 2006.
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Test and Results
 The system has been tested for payments of fuel

credit cards represent one of the main fraud sources
at 24-h self-service gas stations
 A gas-station scenario has been set-up
in the ISMB main corridor (light-indoor scenario)
 Narrow corridor and big windows on the roof
 Multipath and signal attenuation
 Many Bluetooth e Wi-Fi devices
 Possible interference within 2.4 GHz frequency band
 Decryption of one-time code: about 100% of success with TD=90m when
GPS signals are available
 Characteristics of new GNSS signals will bring this value down to few meters,
also in more tough environment.
 How long does the system take to generate the encrypted one-time code?
 About 25 secs from the user request to the geo-encryption performed by SP
 The user position in computed at LE level in about 20 secs
14
Test and Results
15
Conclusions and future works
 Geo-authentication has proven to be one of the possible means to allow
secure payments using mobile devices
 The system uses three-factors authentication
 Something the user has (e.g. mobile phone)
 Something the user knows (e.g. PIN)
 Location of the mobile phone (e.g. position and time)
 Once generated, the one-time code
 Can be used to perform a single payment
 And expires after x seconds, where x can be set by the service provider
 The system has been tested with the supervision of some important
italian players (e.g credit card issuer and acquirer)
 The system architecture is patent pending for approval
 Position can be used to improve service appealing

Sellers can use position of buyers for geo-promoting their products
Future Works:
 Security has to be improved to make the system compliant with standard for
payments
 Further development have to address usability in deep-indoor scenarios
 Multiple-access to the POS have to be studied and tested
16
Contacts
Thank you for your attention!
Dr. Massimiliano Spelat, [email protected], E-security LAB
Dr. Daniele Mazzocchi, [email protected], E-security LAB
Dr. Paolo Mulassano, [email protected], Navigation LAB
eng. Fabrizio Dominici, [email protected], Navigation LAB
eng. Piero Lovisolo, [email protected]
eng. Gianluca Boiero, [email protected]
www.synarea.com
www.seatsrl.com
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